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Some contracts and subscription 
agreements often contain Business As-
sociate Agreement (BAA) language.
 If you identify the lack of a BAA 
for any platform you will be keeping, 
you should work with the vendor to 
resolve this as soon as possible. HHS 
has sample language on its website if 
you do not have a BAA template or 
need to review a vendor’s agreement.3 
The preference should be to have ven-

dors sign your agreement. The sample 
BAA should help you negotiate terms 
if you need to negotiate an agreement. 
Many terms in a BAA can be negotiat-
ed, and understanding what is nego-
tiable and not negotiable is essential.
 Suppose the vendor refuses to sign 
a BAA. In that case, you should identify 
how to terminate any signed agreements, 
negotiate the return or destruction of 
electronic Protected Health Information 
(ePHI), and communicate decisions to 
providers. You should also consider the 
potential effects of contract termination 
on patients and patient care.
 HIPAA requires that patients are 
provided a copy of the notices of pri-
vacy practices (NPP) no later than the 
date of the first service delivery, includ-
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The Notification of Enforcement 
Discretion
 On March 30, 2020, the Depart-
ment of Health and Human Services 
(HHS) issued a Notification of En-
forcement Discretion for telehealth 
remote communications during the 
COVID-19 Nationwide Public Health 
Emergency.1 In the notice, HHS stat-
ed it “will not impose penalties for 
noncompliance… in connection with 
the good faith provision of telehealth 
during the COVID-19 nationwide 
public health emergency.” Specifical-
ly, then-Secretary Azar waived sanc-
tions and penalties for the following 
provisions of the HIPAA Privacy Rule:
	 •	The	requirements	to	obtain	a	pa-
tient’s agreement to speak with family 
members or friends involved in the 
patient’s care (45 CFR 164.510(b));
	 •	 The	 requirement	 to	 honor	 a	
request to opt out of the facility direc-
tory (45 CFR 164.510(a));
	 •	The	requirement	to	distribute	a	
notice of privacy practices (NPP) (45 
CFR 164.520);
	 •	 The	 patient’s	 right	 to	 re-
quest privacy restrictions (45 CFR 
164.522(a)); and
	 •	 The	 patient’s	 right	 to	 request	
confidential communications (45 CFR 
164.522(b)).

 HHS also published a series of 
guidance and Frequently Asked Ques-
tions on its website.2

Steps to Ensure Your Telehealth IS 
HIPAA-Compliant
 Now that the public health emer-
gency expired on May 11, 2023, health-
care providers should review these five 
areas and compare them to their current 
practices. Specifically, providers should 

revisit any new technology implement-
ed to provide telehealth services.
 Surveying the different providers 
and compiling a list of all telehealth 
platforms in use would be a good place 
to start. There could be platforms being 
used that did not go through the typi-
cal vendor vetting process. According 
to the notice of discretion, Facebook 
Live, Twitch, TikTok, and other simi-
lar public-facing video communication 
platforms should not be used. If you 
identify the use of any system express-
ly prohibited by HHS, you should eval-
uate if a breach has occurred and stop 
using that platform as soon as possible.
 The next step will be to review the 
coordinating contracts or subscription 
agreements to determine what terms 
may have already been agreed upon. 

Be prepared for post-pandemic enforcement.
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HIPAA requires that patients are provided 
a copy of the notices of privacy practices (NPP) no 

later than the date of the first service delivery, 
including service delivered electronically.
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ing service delivered electronically. This 
requirement was one of the five privacy 
provisions in the notice of discretion. It 
is likely that this process, overall, has 
fallen out of compliance. Conduct an 
audit to ensure your patients are being 

provided a copy of your NPP and that 
you are obtaining an acknowledgment.
 Lastly, the telehealth applica-
tion should be added to your subse-
quent security risk analysis (SRA). 
In accordance with the security rule, 
providers must accurately and thor-
oughly analyze any threats to the 
confidentiality, availability, and in-
tegrity of electronically protected 
health (45 CFR 164.308(a)(1)(ii)(A)). 

One of the first steps to conducting 
an SRA is identifying all applications  
that store, receive, or transmit ePHI.
 Many healthcare providers rushed 
to implement telehealth in the wake of 
the pandemic. When HHS issued its no-
tice of enforcement discretion, provid-
ers could move more quickly without 

worrying about facing financial penal-
ties for failing to comply with HIPAA. 
However, now is the time to prepare for 
the enforcement discretion to end. PM
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Now is the time to prepare for the enforcement 
discretion to end. 


