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sponsibility of doing this right. The 
best way to dispose of old electron-
ics is to use an R2 certified electron-
ics recycling vendor. An R2 certified 
vendor is a vendor that is certified 
to security, and proper destruction 

of your electronics. In this manner 
somebody will never be able to use 
one of your devices to get access to 
patient information. A visit to the 
EPA website provides information on 
R2 certified recyclers.

An R2 certified recycler will:
 Guarantee  the  des t ruc t ion 
of data on all media using indus-
try-standard practices. If you have 

You have upgraded your 
office equipment—now 
what? It is important to 
realize that many of the 
devices in your office may 

contain patient information, even after 
you are no longer using the devic-
es. Information can be stored in hard 
drives and memory that is on circuit 
boards, and if the information finds it 
way into the wrong hands, you have a 
HIPAA Violation.
 A high profile case involved the 
resale of photocopiers that contained 
huge amounts of patient informa-
tion. That event happened in 2010, 
and in 2013 Affinity Health settled 
the case with the Office for Civil 
Rights for $1.2 million dollars. That 
event was featured on CBS News. 
https://youtu.be/SrIjGom7qVw
 What devices do you have in 
your office that may contain patient 
information?
	 •	Fax	Machines
	 •	Printers
	 •	Copy	Machines
	 •	Imaging	Machines	
  (Such as Ultrasound)

	 •	Computers
	 •	Laptops
	 •	Tablets
	 •	Removable	Hard	Drives
	 •	Flash	Drives
	 •	Your	Cell	Phones

	 Yes,	 even	 your	 cell	 phones—If	
you	have	 texted	back	and	 forth	with	
patients	 or	 have	 taken	 clinical	 pic-
tures with your cell phones, they will 
contain protected patient informa-
tion (PHI). So the question becomes: 
what do I do with these devices?
 Hard drives that are in good 
working	 order	 can	 be	 wiped	 with	
Department of Defense grade soft-
ware.	 You	 can	 do	 this	 yourself	 but	
then	 you	 are	 taking	 on	 the	 full	 re-
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If you have texted back and forth with patients 
or have taken clinical pictures with your cell phones, 

your cell phone will contain 
protected patient information (PHI).

Don’t be a victim
of a HIPAA breach.
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more than double any other indus-
try (Source ICM 202 Cost of a Data 
Breach Report https://www.ibm.
com/security/data-breach)
 We in healthcare are at the center 
of the data security storm, and the 
sooner we bring our policies and pro-
cedures in step with industry stan-
dards, the better protected we will be 
from becoming a victim of a HIPAA 
data breach. PM

sensitive data, the best way to de-
stroy	 it	 is	 by	 device:	 for	 example,	
by hard drive, leveraging the serial 
number of the device. With method-

ology, you will receive a serialized 
Certificate of Destruction.
 Demonstrate compliance with 
all applicable standards for environ-
mental protection, data security, and 
human health prior to certification.
 Due to the number of devices 
that you have in your practice and 
the amount of data that may be pres-
ent on those devices, data destruc-
tion may no longer be a do-it-yourself 
project.	 If	 you	 have	 a	 knowledge	 of	
IT and have the time and resources, 

you can still clean all phi off these 
devices yourself, but if you do not 
have all the tools you need, it is prob-
ably in your best interest to contract 
with an R2 certified electronics recy-
cler, get a HIPAA Business Associate 

Agreement, and then send all of your 
retired electronics to that company. It 
may also be in your best interest to 
send your personal electronics to an 
electronic recycler. This way you will 
also protect yourself from identity 
theft.
 It is important to remember 
healthcare breaches cost organiza-
tions $6.45 million per breach, the 
highest cost per breach for nine years 
in a row. The average cost for per 
breached healthcare record ($429) is 

Proper Disposal (from page 39)

dr. Michael Brody 
has presented webinars 
for the e-Health initia-
tive, (www.ehealthini-
tiative.org/) and is active 
in the EMR workgroup 
of the New York E 
Health Collaborative 
(www.nyehealth.org/). 
He has provided con-

sulting services to physicians for the implemen-
tation of EHR software and to EHR vendors to 
assist in making their products more compatible 
with CCHIt and HIPaa guidelines. Dr. Brody is 
a member of aaPPM.

An R2 certified vendor is a vendor that is certified 
to security, and proper destruction of your electronics.


