
survey suggested most physicians use 
Twitter because it allows them to re-
ceive updated information efficiently.2 
Blogs are used by physicians primari-
ly for case studies, discussions, shar-
ing new treatments, and literature 
summaries. However, there are chal-
lenges concerning HIPAA and PHI 

involving case studies due to their 
potential inadvertent exposure of sen-
sitive patient information. The aver-
age data breach costs a covered enti-
ty, on average, $8.19 million, or $420 
dollars for every stolen or breached 
record.3

 A data breach could include mis-
placed data taken home or left in 

 Copyright © 2021 by American As-
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Communication and Professionalism
 The use of media platforms by 
physicians and patients has become 
more popular in the past five years. 
Although there are many benefits to 
using social platforms, there also are 
challenges when physicians use so-
cial media. The term social media 
refers to “electronic communication” 
in which physician users are able to 
educate, communicate, and network.1 
What is the best way to use social 
media, and what are its benefits and 
risks? Do the benefits outweigh the 
risks? We believe the answer is yes, if 
you use social media correctly. Social 
media has been proven to be bene-
ficial but also damaging to society. 
This is a balance that has to be care-
fully monitored and regulated so that 
media are not used in the wrong way.
 Unfortunately, with social media 

use, there are frequent violations of 
HIPAA protections regarding patient 
information. HIPAA defines indus-
try-wide standards for managing and 
protecting patients’ healthcare infor-
mation as it pertains to data man-
agement, electronic billing, and other 
processes. The use of social media 

by physicians can carry the risk of 
potential HIPAA violations regard-
ing patient confidentiality, privacy, 
respect, and other protected health 
information (PHI).
 Recent studies have shown that 
physicians commonly use blogs, 
Twitter, and other multimedia plat-
forms for sources of information and 
as a means to communicate. A recent 
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A data breach could include misplaced data taken home 
or left in the office in an unsecure location.
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 It is suggested that physicians not 
use personal social media accounts 
because these can increase the risk 
of damage to reputation and poten-
tial exposure of patient information. 
Personal social media accounts could 
potentially cause unwanted tagged 
photos, patient/friend requests, and 
misunderstood comments and posts. 
Most patients do not want to see 
their physicians’ social life online. 
Because patient information could 
conceivably be sent to the wrong 
person unintentionally over email, 
text, or other platforms, it is crucial 
to understand the risks and how to 
properly use social media to ensure 
compliance with HIPAA.
 Pictures of patients have an inad-
vertent risk of exposing patient infor-
mation. The most common violations 
of social media use reported are “in-
appropriate patient communication 
online, e.g., sexual misconduct; use 
of Internet for inappropriate prac-
tice—e.g., Internet prescribing with-
out an established clinical relation-
ship—and online misrepresentation 
of credentials.’”4

 Interestingly, most Boards have 
indicated these violations are report-

ed to them by patients or their fam-
ilies, as well as other physicians. In 
response to these violations, 71% 
of Boards held disciplinary actions.4 
Posts on blogs regarding case studies 
and discussions pose a risk of ex-
posing patient identification. Lack of 
trust from patients on social media 
is a challenge that physicians face 
because of the presence of question-
able privacy and false information 
relating to knowledge and practice.

Avoid Pitfalls
 Avoid commenting online with-
out the patient’s consent or autho-
rization to do so. Take into account 
that patient consent must be ob-
tained on paper—otherwise there is 
potential violation of HIPAA.5

 Maintaining confidentiality is the 

the office in an unsecure location. It 
also could result because a computer 
or other electronic devices were left 
unsecured or with improper security 
protocols in place. Physicians and 
patients benefit from proper security 
protocols and professionalism.

Benefits
 Physicians report that an ad-
vantage of social media is its abil-
ity to strengthen discussion and 
data transfer, because it usually 
takes place in real-time with little 
delay. New healthcare networking 
is emerging that will optimize and 
protect patient–physician communi-
cations. During the COVID-19 pan-
demic, the use of social media has 
been the most efficient and prudent 
way for physicians to provide health-
care to many patients considering 
the limitations on physician–patient 
contact.
 Technological advantages of 
using media platforms include pro-
viding care for a greater number 
of patients in a more time-efficient 
manner. However, care may be lim-
ited due to the uncertainty of patient 
access to necessary technology such 
as WiFi or camera-enabled devic-
es. Social media platforms make it 
possible for physicians to stay con-
nected with their colleagues; share 
knowledge, networking, branding, 
and benchmarking; and engage in 
medical education. Using social 
media offers new ways for physi-
cians to provide healthcare success-
fully. Physicians are able to collab-
orate and consult each other about 
cases and diagnostic difficulties on 
social media.1

 However, there are risks that must 
be avoided to ensure HIPAA is not vi-
olated. Physicians must be cognizant 
that there can be false information on 
social media, so they can correct and 
inform their patients. Statistics show 
that “nearly 60% of patients report 
that healthcare organizations’ social 

media presence strongly influences 
where they go for care.”2

 In addition to patients receiving ed-
ucational information on social media, 
physicians can also benefit by hav-
ing timely access to up-to-date medi-
cal information. Social media allows 
physicians to receive notifications and 
updates from health institutions.

 Given the growth in social media 
influence, physicians should advo-
cate for a stronger social media plat-
form that facilitates the growth in 
patients of practices. Social media 
minimizes previous barriers to 
healthcare for poor and rural pop-
ulations and ensures greater access 
to care. It allows for a reduction in 
cost for patients while they still re-
ceive quality care. Although social 
media care has its benefits, personal 
interactions between the patient and 
physician will always be the most 
desirable form of treatment.

Challenges
 It is imperative to understand 
the risks of social media to avoid 
pitfalls. Jeopardizing patient con-
fidentiality is one of the most seri-
ous risks that can be incurred when 
using social media platforms. Viola-
tions of HIPAA expose patient infor-
mation that should have remained 
confidential, and this exposure can 
result in multiple lawsuits, affect-
ing the malpractice insurance of the 
organization. Physicians also must 
be mindful of the information they 
post, taking care not to post any-
thing that could damage their col-
leagues, patients, or organizations.
 Social media can influence the 
current or future employment of phy-
sicians. “More than 70% of employ-
ers currently search networking sites 
before hiring applicants.”1

Social Media (from page 121)

Continued on page 123

podiatrym.comJANUARY 2022  |  PODIATRY MANAGEMENT 122

Physicians and patients benefit from proper security 
protocols and professionalism.

It is imperative to understand the risks of 
social media to avoid pitfalls.
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physicians understand and avoid the 
many risks associated with social 
media platforms while enjoying the 
many benefits.
 Social media use is growing 
steadily, and physicians must under-
stand the risks and avoid the possible 
violations to achieve success. PM
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highest priority on social media. This 
can be done by viewing social media 
as part of your everyday profession-
al communication. You should act 
professional and adhere to the same 
patient privacy principles and codes 
of conduct on social media as you 

do in your physical workplace. Al-
though there are no FDA guidelines 
that regulate healthcare social media, 
the American Medical Association 
offers guidelines for social media use 
from a medical standpoint.
 It is important to consider any 
potential risk to your reputation be-
fore posting online, to avoid viola-
tions. Physicians must not include 

patients’ names, pictures, insurance 
information, or date of birth when 
participating on social media, even 
for collaboration on case studies or 
consults, to ensure that patient in-
formation is protected. It is critical to 
use or build a framework to establish 
and maintain online professionalism 
by achieving social media compe-

tence, building a positive reputation, 
ensuring that you post responsibly, 
and devising ways to keep patient 
privacy the priority in social media 
posts, conversation, and information 
shared with others.6

 Social media use that is both eth-
ical and accountable will create a 
successful relationship. Awareness 
of accounts, posts, and policies of 
your workplace institution is critical 
to avoid any violations.

Conclusion
 Social media use is increasing 
among physicians due to the avail-
ability of widespread technology that 
is now easily accessed by the vast 
majority of patients. Many protocols 
are available for physicians to follow 
for successful use of social media, 
to minimize the risks of HIPAA vi-
olations and the potential of social 
media to damage reputations. There 
is a comfort that the patient receives 
when information online is efficiently 
transferred and factually stated by 
physicians.
 “Surveys show that more than 
60 percent of U.S. physicians use a 
form of media to look for medical in-
formation and/or communicate with 
peers and patients.”2 Social media is 
growing by leaps and bounds, with 
more physicians and institutions 
using these platforms to adminis-
ter healthcare, especially during 
the COVID-19 pandemic, as well as 
being integrated in most EHR sys-
tems. Therefore, it is imperative that 
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 • Risks of social media 
use: violating HIPAA; including 
patient information on social 
media without consent; active 
personal accounts; online pa-
tient contact; false information; 
employment; and professional 
reputation.
 • Benefits of social media 
use: networking; education; 
benchmarking; collaborating 
and communication; increased 
patient care; time efficiency.
 • Ways to avoid pitfalls: 
awareness of HIPAA and PHI; 
adhering to workplace policies; 
digital professionalism; avoid-
ance of personal accounts; 
password protections; and 
ensuring accountability. PM

Key Take-Home 
Points

If a physician chooses to have a personal account, 
it is critical to use different passwords from those 
you use for your professional accounts to avoid 

posting on the wrong platform.


