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part of HIPAA are:
	 1) Privacy of health data
	 2) Security of health information
	 3) Medical records breach notifi-
cations and
	 4) The right to obtain copies of 

I. What Is HIPAA?
	 The Health Insurance Portabili-
ty and Accountability Act (HIPAA) 
was passed by Congress and signed 
by President Clinton in 1996. It was 
meant to deal with patient privacy, 
security, and prevention of health-
care fraud. This law has been re-
vised in 2000, 2003 and 2009. It 
is important not to lose focus that 
HIPAA was and is meant to pro-
tect the patient/consumer, not the 
healthcare providers. One note of 
caution is necessary; state law con- Continued on page 94
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cerning privacy plays a role. In states 
where certain types of privacy pro-
tection go beyond HIPAA and HI-
TECH, they must be observed by the 
podiatric practitioner.
	 The four areas of protection for 
the healthcare consumer that are 
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It’s important to abide by these rules.
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PHI is an acronym 
for protected health information.

Goals and Objectives
	 1) To have a working knowledge 
of how HIPAA applies to the podia-
trist and the podiatry office.

	 2) To be able to detect how HIPAA 
would apply or not apply in common 
office and patient situations.

	 3) To be able to understand the 
concept of business associates and 
how it relates to patient privacy 
provisions.

	 4) To be able to determine 
how the HITECH Act impacts the 
practice of podiatry.

	 5) To understand the concept of 
protected health information and 
how it applies in the practice of 
podiatry.



Remember, they must provide dig-
ital/electronic transactions, such 
as health claims to insurance com-
panies, Medicare, HMOs, and the 
like. If you use an outsourced tran-
scriptionist for your medical records, 
have them sign a business associate 
agreement with you.

IV. What Does the HITECH Act 
Have to Do with HIPAA?
	 By 2009, with the increasing use 
of IT services involving billing, mar-
keting, and scheduling, more people 
were being involved with healthcare 
than just the providers. Enforcement 
of business associate agreements by 
the government was problematic the 
way the HIPAA law was originally en-
acted. The healthcare provider, such 
as the podiatrist, could claim she/he 
did not know that the covered entity 
was violating the HIPAA regulations 
and sidestep discipline. The HITECH 
Act of 2009, under President Obama, 
put considerably more teeth in the 
enforcement of PHI.
	 This Act increased the breadth 
of HIPAA requirements and in-
creased the punishment for violating 
HIPAA privacy. It also set in place 
the Breach Notification Rule. Noti-
fication of everyone involved in a 
PHI breach, such as a computer hard 
drive that was hacked, was required. 
The HIPAA Omnibus Rule, in 2013, 
helped to coordinate and modernize 
HIPAA and HITECH to include genet-
ic information within HIPAA, along 
with other updates.
	 Of note, this last “Rule” was writ-
ten by the Office for Civil Rights, De-
partment of HHS. In other words, 
it is not a law passed by Congress, 
but a rule promulgated by a Federal 
Agency. Note of warning: these rules 
are as enforceable as a duly passed 
Congressional Law signed by the 
President. It closed a loophole with 
business associates. The business as-
sociates are now directly responsible 
for any PHI breaches. An obvious ex-
ample of this relationship for the po-

your healthcare information, such 
as your medical records.

II. What Is PHI?
	 Protected Health Information 
(PHI) under the HIPAA law is indi-
vidually identifiable information that 
concerns the healthcare status of a 
specific person, in the past, in the 
present, or in the future. An example 
of the past would be a person’s med-
ical history. The present would be 
that you are currently being treated 
for a type of infection. The future 
might involve a genetic indicator that 
shows you are more likely to get can-
cer in the future. A podiatrist might 
consider the future to be a person’s 
foot type or person’s occupation that 
makes it more likely that the patient 
will experience degenerative arthritis 
in later years.
	 Names, addresses, phone num-
bers, email addresses, social security 
and insurance numbers are included 
as PHI. So are account numbers, li-
cense numbers, fingerprints, full face 

photographs, and other unique iden-
tifying characteristics or information. 
PHI is not just the information in a 
medical chart. It could include the 
name in an appointment book or a 
phone number in a card file.

III. What Is a Covered Entity?
	 A Covered Entity under HIPAA in-
cludes any healthcare provider, health-
care clearinghouse or health plan that 
conveys PHI in digital format. Let us 
focus in on healthcare providers. You, 
as podiatrists, are a covered entity, 
as you convey PHI in digital format, 
at least some of the time. You are a 
healthcare provider. Since 2013, with 
the Final Omnibus Rule, business as-
sociates are also considered covered 
entities as to coming under HIPAA 
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HIPAA (from page 93) law. Business associates are those you, 
as a podiatrist, do business with. As 
part of that business they do, they 
come in contact with people’s PHI. 
The healthcare provider/podiatrist 
must have their business associates 
sign an approved Business Associate 
Agreement.

	 This agreement will spell out al-
lowable uses of a person’s PHI. For 
instance, a billing company can use 
PHI to facilitate processing medical 
insurance forms or electronic bill-
ing, but they may do not use PHI to 
contact a patient and refer them to 
an insurance broker to buy a health 
insurance policy. In turn, if your busi-
ness associate subcontracts work to 
others that will interact with PHI, 
they too must sign a Business Asso-
ciate Agreement with the entity that 
is subcontracting them. Any covered 

entity’s employee is not a separate 
covered entity. The Business Asso-
ciate Agreement that their employer 
signs covers them too. This also in-
cludes nurses supplied by an agency 
and volunteers. Your own employees 
do not need to sign a Business Asso-
ciate Agreement.
	 An exception to this rule that 
certainly would apply to podiatrists 
is if another specialist is treating 
your patient. The two of you want 
to confer and, in so doing, want to 
share PHI for the benefit of the pa-
tient. No business associate agree-
ment is needed between the two 
treating healthcare providers. Nurs-
ing homes and pharmacies, under 
HIPAA, are considered healthcare 
providers and are covered entities. Continued on page 95

Your outside billing service is an example 
of a Business Associate.

If a breach of PHI is discovered there is no presumption 
that the breach is harmful to your patients. 

A self-investigation is required to see the extent and 
likelihood of any improper spread of PHI.



Office of Civil Rights, a Fed-
eral Agency.
	 If you knowingly disclose PHI 
that includes the identification of 
an individual, it is a criminal offense 
punishable by up to $50,000 fine 
and/or up to one year incarceration. 
If you violate a person’s PHI under 
false pretenses, the maximum fine 
goes up to $100,000 and up to five 
years in prison. Worse, if you had an 

intent to sell or transfer or use PHI 
for any commercial gain, the maxi-
mum fine goes up to $250,000 and 
up to ten years in prison. HIPAA vi-
olations are reported to state boards. 
As such, it can also impact on your 
license to practice podiatry and your 
hospital privileges.

VII. Reporting Obligations
	 Originally, a covered entity, such 
as a podiatrist, would have to give 
notice to a person of a breach of 
their PHI, if they thought the breach 
posed a significant threat to their 
reputation, financially, or in some 
other way. Perhaps the breach could 
jeopardize getting a life insurance 
policy or might disclose an HIV pos-
itive status. No more! That changed 
with the HITECH Act. Now, there 
is a presumption that each breach 
is harmful. The only exception this 
notice requirement of a breach is if, 
through a risk assessment, there is a 
low probability that the PHI was been 
shared with a non-allowable third 
party, such as a hacker or a thief. An 
example of this would be if you mis-
placed your external hard drive and 
found it the next day, undisturbed, 
in the back seat of your car. To your 
knowledge, nobody else used the car 
during that time. Let’s examine this 
in greater detail. What about this risk 
exception?

The Omnibus Final Rule has four 
factors:
	 1) The type and amount of the 
PHI involved, and the likelihood of 
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diatry office would be an outsourced 
billing company that would have ac-
cess to your office PHI.

V. Electronic Transaction and Code 
Set Rules and Security Rules
	 The HIPAA law mandated a sin-
gle format to cover transmission of 
types of PHI documents that include 
healthcare claims. At the time, there 
were literally hundreds of formats 
for transmission of these claims. This 
standard format has been updated to 
include the use of ICD10-CM for cod-
ing diagnoses, the diagnostic codes 
that podiatrists currently use. It is 
imperative to make sure that your 
billing service adheres to the current 
set of transmission standard format.

Security Rules
	 The security rules that were 
adopted in 2003 apply to electron-
ic health information (EPHI). This 
standard applies to all storage media 
such as hard drives, portable drives, 
thumb drives, memory cards, and 
magnetic tapes. You, or your per-
sonnel, must document and keep 
current what security measures you, 

the podiatrist, and your office are 
taking to keep your electronic files 
safe and secure. It should include 
the physical protection of the stor-
age of your EPHI, the technical safe-
guards of the EPHI, in an attempt 
to avoid hacking and theft. It must, 
according to statute:
	 • Ensure the confidentiality, in-
tegrity, and availability of all EPHI 
that the covered entity [you] creates, 
receives, maintains, or transmits;
	 • Protect against any reasonably 
anticipated threats or hazard to the 
security or integrity of EPHI;
	 • Protect against any reasonably 
anticipated uses or disclosures of 

EPHI that are not permitted under the 
privacy regulation and
	 • Ensure compliance with the se-
curity regulations by the covered enti-
ty’s workforce (45 C.F.R. §164.306).
	 It is important to emphasize that 
these security standards require your 
practice to assess what needs to be 
done to reasonably keep your EPHI 
safe, secure, and accessible. Note the 
work “reasonably”. Cost is a factor in 

figuring out what is reasonable; so is 
the probability of security breaches 
in your practice. Your covered enti-
ties must also abide by these rules. It 
is your responsibility to ensure that 
they take these regulations seriously.

VI.	Penalties and Enforcement
	 Currently, for podiatry practices 
that were unaware of a PHI breach 
and would still have been unaware 
of it, had they showed reasonable 
due diligence, the fine goes as low 
as $100 per violation. If your prac-

tice should have been aware of a 
PHI violation with due diligence, 
the fines begin at $1000 per viola-
tion. With what is called “willful 
neglect” with no effort to rectify 
problems within 30 days of discov-
ering a problem, the fines begin 
at $50,000 per violation. Per vio-
lation means that if your system 
was hacked, and potentially 1,000 
patients’ PHI were compromised, 
you multiply $100 by 1000, for the 
lowest level violation. That adds 
up to $100,000 in a relatively small 
violation scenario. The fines can re-
ally get your attention very quickly. 
The fines are enforced by the HHS 

HIPAA (from page 94)

Continued on page 96

The fines are enforced by the HHS Office 
of Civil Rights, a Federal Agency.

According to HIPAA law, a podiatrist must make a copy 
of a patient’s records available if 30 days or less have 

elapsed and there is no anticipated serious harm to the 
patient by giving a copy of the records to the patient.



disclosure of the actual identity that 
the PHI belongs to. To assess this fac-
tor, the covered entity or business as-
sociate should consider how sensitive 
the PHI is. This may include financial 
information or clinical information. 
Examples of each might include a 
debit card number or medication list.
	 2) The unapproved person who 
had access to the PHI or to whom the 
revelation was made. For this factor, 
one should consider if it was dis-
closed to another covered entity. This 
may result in a lower likelihood that 
the PHI was compromised.
	 3) Whether the PHI was really 
obtained or seen by somebody that 
was not allowed to see or view it. 
The extent to which the PHI might 
have been seen or viewed is also con-
sidered. An example of this might 
be if, upon examination, a lost IPAD 
with PHI was never accessed as it 
was found for the period in question 
that nobody entered in the password.
	 4) The degree to which the risk to 
the PHI has been abated. Risk mitiga-
tion approaches may include obtain-
ing the recipient’s satisfactory asser-
tions that the information will not be 
further released or will be deleted.

	 HHS’s Office of Civil Rights is re-
sponsible for enforcing violations of 
patient privacy and security regula-
tions. CMS is responsible for enforcing 
digital breeches of PHI. The U.S De-
partment of Justice is responsible for 
prosecuting criminal violations. How-
ever, any patient may report you to 
the HHS if they feel you are violating 
HIPAA regulations. An investigation 
will commence. This is still another 
reason to keep your patient’s privacy 
utmost in fact and in deed. Any ap-
pearance of being careless with your 
patients’ PHI can set off an investi-
gation. Office personnel cannot gos-
sip about the health of your patients. 
Walls have ears. Texts involving PHI 
can be mistakenly sent to the wrong 
party, and the same goes for emails.
	 As a podiatric physician, you must 
be particularly aware of not violating 
your patients’ privacy. It is your re-
sponsibility to make certain that all 
your employees and business associ-
ates understand that. Reviews with 
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your staff explaining HIPAA regula-
tions are highly advisable. Perhaps 
have each employee view a video or 
take a course annually. Have them 
sign off upon completion or save their 
certificates of completion. Upon hiring 
a new employee, make sure that they 
are educated in ardent protection of a 
patient’s privacy.

VIII. What You Must Do If a Breach 
Occurs with Your Patient’s PHI?
	 The HITECH Act requires the podi-
atrist and all other covered entities, to 
notify your patient in writing as soon 
as you are able, but in no case later 
than 60 days after the breach is discov-
ered. The notification must have a de-

scription of the breach, with the dates 
and discovery dates of the breach, 
which PHI was breached, actions that 
the patient should take to protect them-
selves from damage due to the breach 
and to mitigate any damage from the 
breach. Additionally, you must disclose 
to the patient what you are doing to 
mitigate any harm. You must also pro-
vide your contact information to the 
patient to contact you with any ques-
tions about the breach.
	 If the breach involves more than 
500 patients, you must notify “prom-
inent media entities” in your area. 
This would include radio and news-
papers. You must also disclose all 
breaches to HHS via their website as 
soon as possible, but in no case more 
than 60 days.

IX. A Patient’s Right to a Copy of 
Her Records
	 A patient has a right to inspect 
the original records and to obtain a 
copy of those records. They have a 
right to have onsite access to their 
PHI within 30 days of the request. HI-
TECH allows the patient to demand a 

copy of their medical records in elec-
tronic format. The final regulation 
allows you, the podiatrist, to charge 
for labor costs for copying the health 
records in paper or digital format, 
including the cost of the electronic 
media—for example, the cost of a 
thumb drive. If the patient requests 
that the copy be mailed to them, the 
postage is also chargeable.
	 After the patient reviews the re-
cords, they have the right to request 
that you amend their PHI to make it 
accurate and complete. The requested 
change, if accepted, need not be ex-
punged, only amended. The request 
must be formally accepted or denied 
by you, the covered entity. An exam-

ple of this might be that your patient, 
upon review of their medical chart, 
sees an error in their prescriptions from 
other healthcare givers. They give you 
the correct information to amend their 
record. You agree to do so, in writing. 
Then, you amend your chart to reflect 
the correct information.
	 One interesting wrinkle that was 
added with the HITECH Act…if a pa-
tient is paying you out of pocket, that 
patient may request that any request-
ed PHI not be provided to a patient’s 
third-party payor. This would come 
into play in cases when you as a po-
diatrist are treating a patient in an 
out-of-network situation and the pa-
tient pays you directly.
	 There are cases where access 
to part of the PHI can be denied by 
the medical provider, if the provider 
deems that something about it can be 
harmful to the patient. Usually, but 
not always, this occurs in the mental 
health arena. From a practical point 
of view, the “patient harm” exception 
would be rarely considered in a podi-
atric practice.

Continued on page 97

If a patient wants a copy of their podiatric records, 
under HIPAA, you may charge the cost 

of the medium used to copy the digital files on, 
such as the cost of a thumb drive plus postage, if the 

patient wants it mailed to them.
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1) PHI is an acronym for:
	 A) Proper health instruction
	 B) Potential hazard information
	 C) Protected health information
	 D) Perpetual health insurance

2) The following people are considered covered 
entities by HIPAA:
	 A) The answering service personnel
	 B) The podiatric medical assistants
	 C) Your medical transcriptionist
	 D) All of the above

3) Which of the following is an example of a Business 
Associate?
	 A) A podiatrist that you employ
	 B) Your podiatric medical assistant
	 C) Your practice manager
	 D) Your outside billing service

4) What is required if a breach of PHI is discovered?
	 A) There is a presumption that the breach is 

harmful to your patients.
	 B) There is no presumption that the breach is 

harmful to your patients. A self-investigation is 
required to see the extent and likelihood of any 
improper spread of PHI.

	 C) All patients must be notified about the breach 
even if there is no reason to think that the breach 
resulted in any of the PHI actually coming into 
possession of an unauthorized party.

	 D) Take out a full-page announcement advertise-
ment announcing the breach all over the entire 
state where you practice.

5) HIPAA wrongdoers may be imprisoned if they:
	 A) Intentionally and willfully disclose PHI for 

money for the commercial benefit of another 
person or company.

	 B) Unintentionally lose a hard drive from a 
computer that was left mistakenly in a taxi.

	 C) Use state-of-the-art computer security.
	 D) Have their computer hacked by an un-

known source for the first time after assur-
ance by their IT team that their software and 
hardware were up-to-date.

6) According to HIPAA law, a podiatrist must 
make a copy of a patient’s records available if:
	 A) 2 weeks or less have gone by since the request 

and there is no anticipated harm to the patient by 
giving a copy of the records to the patient.

	 B) 30 days or less have elapsed and there is no 
anticipated serious harm to the patient by giv-
ing a copy of the records to the patient.

	 C) The patient is not entitled to a copy of  
their records unless they first pay $100 for 
their records.

	 D) They have first been offered a chance to in-
spect their records in the podiatrist’s office.

7) All are examples of PHI except:
	 A) Medical records
	 B) HCFA form submitted to medical insurance 

company
	 C) A copy of your patient’s winning, unsigned 

lottery ticket
	 D) Your office appointment book

CME EXAMINATION
SEE ANSWER SHEET ON PAGE 99.

Continued on page 97

CME

X. Conclusion
	 While the HIPAA Act, along with its HITECH compan-
ion legislation, has had a very big impact on the practice 
of podiatry, it’s important to emphasize that it has been 
used to increase your patients’ privacy. We are all pa-
tients, and we can all appreciate that. PM
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(Continued from page 97)

8) It is considered PHI if:
	 A) There is any reference to anything medical
	 B) There is reference to a patient’s size 8 shoe 

size, without their name
	 C) There is reference to the patient’s first name, 

John, and no other identifying information
	 D) There is reference to something that pos-

itively identifies the identity of the patient, 
even without their full name, such as Elvis, 
Madonna, or Liberace or a full frontal photo-
graph of the patient’s face.

9) If a patient wants a copy of their podiatric 
records, under HIPAA, you may charge
	 A) $1 per page, regardless of whether it is a 

hard copy or digital
	 B) The cost of the medium used to copy the 

digital files on, such as the cost of a thumb 
drive plus postage, if the patient wants it 
mailed to them.

	 C) $1 per page plus the cost of the thumb drive
	 D) All patients that request their podiatry 

records cannot be charged anything.

10) Who is responsible for enforcing the HIPAA Act?
	 A) The FBI
	 B) The Office of Civil Rights division of the HHS
	 C) The AG’s office
	 D) The appropriate state government

SEE ANSWER SHEET ON PAGE 99.
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PLEASE DO NOT SEND WITH SIGNATURE REQUIRED, AS THESE 
WILL NOT BE ACCEPTED BY THE RECEIVER.

ENROLLMENT FORM & ANSWER SHEET

	 There is no charge for the mail-in service if you have already 
enrolled in the annual exam CME program, and we receive this 
exam during your current enrollment period. If you are not en-
rolled, please send $35.00 per exam, or $299 to cover all 10 exams 
(thus saving $51 over the cost of 10 individual exam fees).

	 Facsimile Grading
	 To receive your CME certificate, complete all information and 
fax 24 hours a day to 1631-532-1964. Your test will be dated upon 
receipt and a PDF of your certificate of completion will be sent to 
the Email address on file with us. Please allow 5 business days for 
the return of your certificate. This service is available for $2.95 per 
exam if you are currently enrolled in the 10-exam CME program, 
and can be charged to your Visa, MasterCard, or American Express.
	 If you are not enrolled in the 10-exam CME program, the fee 
is $35 per exam.

	 Phone-In Grading
	 You may also complete your exam by using the toll-free service. Call 
516-521-4474 from 10 a.m. to 5 p.m. EST, Monday through Friday. Your 
CME certificate will be dated the same day you call and mailed within 48 
hours. There is a $2.95 charge for this service if you are currently enrolled 
in the 10-exam CME program, and this fee can be charged to your Visa, 
Mastercard, American Express, or Discover. If you are not currently 
enrolled, the fee is $35 per exam. When you call, please have ready:
		  1. Program number (Month and Year)
		  2. The answers to the test
		  3. Credit card information

Over, please

Enrollment/Testing Information
and Answer Sheet

In the event you require additional CME information, please contact PMS, Inc., at 516-521-4474.
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Medical Education Lesson Evaluation
    Strongly    				    Strongly 
	 agree	 Agree	 Neutral	 Disagree	 disagree
	 [5]	 [4]	  [3] 	  [2] 	  [1]  

1) This CME  lesson was helpful to my practice ____

2) The educational objectives were accomplished ____

3) I will apply the knowledge  I learned from this lesson ____

4) I  will makes changes in my practice behavior based on 
this lesson ____

5) This lesson presented quality information with adequate  
current references ____

6) What overall grade would you assign this lesson?
A B C D

7) This activity was balanced and free of commercial bias.

 Yes _____     No _____ 

8) What overall grade would you assign to the overall manage-
ment of this activity?

A B C D

This CME has been certified by a psychometrician as 
taking a minimum of 1.5 hours to complete.

What topics would you like to see in future CME lessons? 
Please list :
__________________________________________________

__________________________________________________

__________________________________________________

__________________________________________________

__________________________________________________

__________________________________________________

	 1.	 A	 B	 C	 D

	 2.	 A	 B	 C	 D

	 3.	 A	 B	 C	 D

	 4.	 A	 B	 C	 D

	 5.	 A	 B	 C	 D

	 6.	 A	 B	 C	 D

	 7.	 A	 B	 C	 D

	 8.	 A	 B	 C	 D

	 9.	 A	 B	 C	 D

	10.	 A	 B	 C	 D

Circle:

EXAM #5/26
HIPAA Regulations and Podiatrists

(Kobak)
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ENROLLMENT FORM & ANSWER SHEET  (continued)


